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5.1.1
1
Decision/action requested

This contribution provides a PDU session establishment procedure for the user-plane security terminating at the UPF to address the key issue #1.15 Termination point of UP security.
2
References

[1] 3GPP TS 33.899
3
Rationale

This contribution provides a PDU session establishment procedure for the user-plane security terminating at the UPF to address the key issue #1.15 Termination point of UP security.
4
Detailed proposal

It is proposed that SA3 accept the below pCR for inclusion in the TR 33.899 [1].

**** FIRST CHANGE ****

All text below is new, section numbering may need adaptation!
5.1.4.x.
Solution #1.x: UE-UPF security setup procedure
5.1.4.x.1
Introduction  

This solution proposes a PDU session establishment procedure for the user-plane security terminating at a user-plane function (UPF) in the NextGen systems as a solution for the key issue #1.15: Termination point of UP security.
5.1.4.x.2
Solution details  
5.1.4.x.2.1
PDU session establishment for user-plane security terminating at a UPF

5.1.4.x.2.1.1
General
The user-plane security termination at a UPF is determined based on the PDU session that the NG-UE is requesting. A NG-UE requests a PDU session establishment for a DN (Data Network) using a NAS message. When the AMF receives the PDU session establishment from the NG-UE, the AMF determines an SMF based on the DNN (Data Network Name) and forwards the session establishment to the SMF along with the NG-UE identity and DNN. The SMF interacts with the PCF to obatin the requirements for the PDU session and determines whether the user-plane security shall terminate at the UPF.

In case that the SMF determines the user-plane termination at the UPF, the SMF obtains a key (i.e., KUPF) for the UPF security from the SEAF and provides the key (KUPF) to the UPF as a part of the PDU session configuration at the UPF so that the UPF can apply UPF security for the NG-UE. The SMF also provides the session information and key derivation paramters to the NG-UE so that the NG-UE derives the same key as UPF and starts UPF security protection.
5.1.4.x.2.1.2
Key derivation

NOTE 1: Key derivation details and any additional parameters that need to be incorporated in the key derivation will be finalized in the normative phase.

· KUPF derivation

KUPF is derived from the anchor key stored in the SEAF (i.e., KSEAF) by incorporating additional parameters as shown below.
KUPF = KDF(KSEAF, DNN, CNTUPF)

A counter (CNTUPF) is used for KUPF derivation and managed by SEAF in order to prevent potential replay attacks, e.g., for the scenario that the PDU session is released and a new PDU session to the same DN is requested later, during the KSEAF lifetime.
· KUPFEnc/KUPFInt derivation

KUPFEnc and KUPFInt are derived from the KUPF by incorporating additional parameters as shown below. The Key ID is allocated by the UPF and used for ciphering and integrity protection key derivation to handle the scenario that multiple keys are used for the PDU session simultaneously, e.g., for a short period time during key refresh. 
NOTE 2: A separate counter value may be used for key derivation and associated with the Key ID instead of using Key ID as an input to the KDF.

KUPFEnc = KDF(KUPF, PDU Session ID, Key ID, “UPF Ciphering Key”)

KUPFInc = KDF(KUPF, PDU Session ID, Key ID, “UPF Integrity protection Key”)

5.1.4.x.2.1.3
Procedure
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Figure 5.1.4.x.2.1.3-1. PDU session establishment for UP security termination at UPF
1. The NG-UE attaches to the network.
2. The NG-UE sends a PDU session establishment request to the AMF with DNN.
NOTE: It is assumed that the UE security capability (including the UP security capability) is stored in the AMF during the attach. Alternatively, the NG-UE may provide its UP security capability at this step. 

3. The AMF determines an SMF based on the DNN provided by the NG-UE. 

4. The AMF forwards the PDU session establishement request to the SMF with the UE identity, DNN and security capability.

5. The SMF interacts with PCF to retrieve the UE’s subscription profile related to the requested PDU session.

6. The SMF checks whether the NG-UE is authorized to establish the requested PDU session and determines the UP security termination.

7. If the NG-UE is authorized to establish the PDU session and UPF security termination is required for the PDU session, the SMF requests a key for the UPF to the SEAF. The SMF provides the SEAF with the UE identity, DNN and SMF ID.
8. The SEAF derives a UPF key (KUPF) from the KSEAF by incorporating the parameters received from the SMF and a locally managed counter (i.e., CNTUPF) for UPF key derivation.
9. The SEAF sends a key response to the SMF. The key response includes the KUPF and CNT UPF used for the key derivation (e.g., the counter in step 8).

10. The SMF sends a PDU session configuration request to the UPF containing the security configuration information for the PDU session (e.g., ciphering and/or integrity protection algorithm) including the KUPF.
11. The UPF installs the KUPF for the session as a part of PDU session configuration and derive subsequent keys (KUPFEnc, KUPFInt) based on the security configuration information. The keys are associated with a Key ID – which may also be incorporated in the key derivation.
12. The UPF sends a PDU session configuration reponse to the SMF containing the PDU session ID, Key ID, and other parameters (if exist) used for key derivation.

13. The SMF sends a PDU session establishement response to the NG-UE via the AMF. This reponse message includes all keying materials (e.g., CNTUPF, Key ID) that are needed for the NG-UE to derive the same keys as UPF.
14. The NG-UE derives KUPF and subsequent keys based on the session establishement reponse.

15. The NG-UE sends a PDU session establishment complete message to the SMF via the AMF.
After completion of the step 15, the NG-UE and UPF protect the UP packets based on the PDU session security configuration terminating at UPF.

5.1.4.x.2.1.4
Per-flow UPF security 
Each PDU session may contain one or more flows, each associated with respective QoS flow ID [74]. In order to handle out-of-order delievery, it may be considered to apply the UPF security for each flow defined by the core network. In case of per-flow UPF security, a separate counter value is associated with the flow and is used for encryption/integrity protection along with the QoS Flow ID.

NOTE: It is assumed that in-order delievery within each flow is provided. Otherwise, a duplicate detection mechanism that allows out-of-order delivery for a short period of time (e.g., by managing a window for the counter values) is assumed.

5.1.4.x.2.2
Key refresh procedure

When a counter associated with the UPF security key is about to wrap around, the UPF initiates a key refresh produre. To refresh the UPF keys (i.e., KUPFEnc, KUPFInt), the UPF derives new encryption and integrity protections keys from the KUPF by incorporating an incremented Key ID. 
NOTE: if the Key ID is incorporated in the key derivation, the Key ID is incremented by a fixed value, e.g., 1, when key refresh is performed.
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Figure 5.1.4.x.2.2-1 UPF security key refresh procedure

1. The UPF determines key refresh for a PDU session (identified by the PDU session ID) due to the current key wrap-around.
2. The UPF sends a PDU session modification request containing the PDU session ID, Key ID, and other parameters used for key derivation to the SMF.

3. The SMF forwards the PDU session modification request to the NG-UE via the AMF. 
4. The NG-UE derives new keys form the KUPF based on the parameters included in the PDU session modification request.

5. The NG-UE sends a PDU session modification complete message the the SMF via the AMF.

6. The SMF forwards the PDU Session Modification Complete message to the UPF. At this point, the NG-UE and UPF are ready to use the new key to transfer UL/DL data.
5.1.4.x.2.3
Rekeying

When the SMF determines a fresh KUPF needs to be derived, the rekeying procedure is triggered. The rekeying procedure is same as the PDU session establishment procedure starting from the step 7 in the Figure 1, with the following message type changes: step 13. PDU session modification request and step 15. PDU session modification complete.
5.1.4.x.2.4
Protocol stack

5.1.4.x.2.4.1
Protocol layer
The user-plane (UP) security is implemented right above the PDCP layer. The UP security requires a new security header (UP-SEC) that includes at least a counter and a key id. If ciphering is turned on, the SDU received from the upper-layer (excluding the UP security header) is encrypted based on the ciphering algorithm. If integrity protection is turned on, the SDU received from the upper-layer and the UP security header are integrity protected based on the integrity protection algorithm.
If per-flow security is configured (where the flow is defined in a QoS flow granularity), the QoS flow ID is used as an input parameter to the encryption and/or integrity protection algorithms. For UL packets, the UE determines the QoS Flow ID based on the SDF filter before the UPF security is applied. When the UPF receives this packet over N3, the UPF obtains the QoS flow ID from the N3 header and decrypts and/or verifies the integrity of the packet. For DL packets, the UPF determines the QoS Flow ID based on the SDF filter before the UPF security is applied. When the UE receives this packet, the UE obtains the QoS flow ID from the PDAP header and decrypts and/or verifies the integrity of the packet.
NOTE: QoS flow ID defines the set of packets that have the same QoS requirement and the corresponding treatment (e.g., scheduling). Therefore, QoS Flow ID may eliminate the needs for packet inspection, e.g., for scheduling, at RAN.
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Figure 5.1.4.x.2.4.1-1 UPF security protocol stack
5.1.4.x.2.4.2
UP-SEC packet format
The user-plane security header consists of key ID and Counter. If the integrity protection is configured, UPSec-MAC follows as shown in the Figure 4. 
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Figure 5.1.4.x.2.4.2-1 UP packet format
· Key ID

Uniquely identifies a security context associated with a PDU session
Multiple keys may be associated with a single PDU session, e.g., during key refresh

· Counter

Initialized when a PDU session with UPF security is established
UL counter and DL counter are separately maintained both at UE and UPF

Reset to the initial value when a new key is used
Counter field only includes the L least significant bits of the full counter value associated with the key

NOTE: the size of Key ID, full counter and L should be determined in the normative phase

· UPSec-MAC
Message authentication code (MAC) generated over the UP-SEC header and the payload
UPSec-MAC field is set to 0x00 when computing the MAC
· ROHC header

If ROHC is configured, TCP(UDP)/IP is replaced with ROHC header
5.1.4.x.3
Evaluation 

TBD
**** END OF CHANGES ****
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